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The Impact of Rank Attack on Network Topology
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Abstract— Routing protocol for low power and lossy networks
(RPL) is the underlying routing protocol of 6LoWPAN, a core
communication standard for the Internet of Things. RPL out-
performs other wireless sensor and ad hoc routing protocols in
quality of service (QoS), device management, and energy saving
performance. The Rank concept in RPL serves multiple purposes,
including route optimization, prevention of loops, and managing
control overhead. In this paper, we analyze several different types
of internal threats that are aimed at the Rank property and study
their impact on the performance of the wireless sensor network.
Our analysis raises the question of an RPL weakness, which is the
lack of a monitoring parent in every node. In RPL, the child node
only receives the parent information through control messages,
but it cannot check the services that its parent provide hence
it will follow a bad quality route if it has a malicious parent.
Our results show that different types of the Rank attacks can be
used to intentionally downgrade specific QoS parameters. This
paper also reveals that attack in a high forwarding load area will
have more impact on network performance than attack in other
areas. The defenders can use the knowledge of such correlation
between attack location and its impact to set higher security
levels at particular positions by monitoring sensitive network
parameters and detecting the anomalies

Index Terms— RPL, Rank attack, performance, security,
internal threat.

I. INTRODUCTION

IN RECENT few years, Internet of Things (IoT) has grad-
ually become a hot topic in the area of Wireless Sensor

Network (WSN) with a lot of promising applications. One of
the most challenged issues for IoT is to enable the convergence
of WSN with the IP world, or in other words, the connectivity
of smart objects to the Internet. Most of the core technology
solutions for this issue has been conducted by the Internet
Engineering Task Force (IETF) Working Group IPv6 over
Low power Wireless Personal Area Networks (6LoWPAN) [1].
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As part of 6LoWPAN, the Routing Protocol for Low Power
and Lossy networks (RPL) [2] has recently been standard-
ized by IETF to efficiently handle the Layer 3 functions
when providing Internet connectivity for WSN. Although
RPL provides optional cryptography mechanisms to secure
its control messages for providing network confidentiality,
integrity, and authenticity, the attackers can still get control of
the legitimate nodes by taking advantage of the fact that sensor
devices are not tamper resistant and are weakly secured. These
compromised nodes can be used to create attacks, which may
affect the Quality of Service (QoS) of real-time WSNs-based
applications [3].

Previous works have focused on internal threats to WSNs,
most of which can also be applied in RPL use cases. Some
applicable threats can be listed: Sybil attack, which uses
packet forging mechanism to work as multiple identities as
a base for initiating other attacks; Sink Hole attack, which
attracts traffic to a specific node and then drops; or Selective
Forwarding and Black Hole to drop and to add delay to the
transmissions [4], [5].

However, unique RPL internal threats have not yet been
well studied. To study such unique threats is important because
they may have different nature to the traditional threats and
therefore are difficult for the defending system to detect. The
only similar work on this topic, to the best of our knowledge,
is [6], which considers the ability of the network to recover
from anomaly behavior. In this paper, we introduce so-called
Rank Attack (RA), which is a new specific RPL internal threat
aiming at its Rank property, and analyze its consequences.

The paper is organized as follows. Section II describes the
principles of RPL operation and introduces several variations
of the RA. Section III describes in detail our performance
evaluation results and characterizes the influence of the RA
on the WSN performance. Section IV concludes the paper.

II. RANK ATTACK ON RPL

A. RPL Operation

RPL organizes the communication of network devices as
a Directed Acyclic Graph (DAG). This topology is then
divided into multiple DODAGs (Destination Oriented Acyclic
Graphs); each DODAG includes many sensor nodes and a
sink to collect data from them. DODAG sinks are connected
together through a backbone. Each DODAG is differentiated
by four parameters: RPL Instance ID; DODAG ID; DODAG
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Version Number; and Rank. The route inside each DODAG is
chosen based on the selected link and the node cost informa-
tion, such as available energy resources, workload, throughput,
latency, or reliability. In order to generate the topology, each
node first chooses a set of parents, which includes nodes
which has equal or better quality of the paths towards the
sink than the node has itself. From that set, the node which
offers the best route will be selected as the preferred parent.
All the communication of a node towards the sink node will,
by default, be done through its preferred parent.

In order to establish and manage the routing, RPL utilizes
three types of control messages: DIO (DODAG Information
Object) for setting and updating the topology, DAO (DODAG
Destination Object) for propagating destination information
upwards during route updating progress, and DIS (DODAG
Information Solicitation) for a new node to ask for topology
information before joining the network. While DAO and DIS
are mainly used for the purpose of starting a topology change
process, DIO is commonly used for setting and maintaining the
topology. A DIO message is broadcast by each node to signal
its routing condition to other nodes through information such
as Rank, and Objective Function. Node Rank is a specific
concept in RPL which indicates the quality of the path to
the sink node. Each node has to calculate its Rank according
to the Rank of its preferred parent, and from the Objective
Function. Every time a node updates its Rank or preferred
parent, it needs to inform other nodes by sending the updated
information in the next DIO. RPL uses the Rank rule that a
node in the parent should always have lower rank than its
children to prevent the loop creation.

To optimize the resource, instead of sending DIO frequently,
RPL uses the trickle algorithm for scheduling it. In that
algorithm, each node maintains a trickle time and a DIO
counter which serves as the monitor for the topology stable.
The “trickle time” interval will decide when the node has to
send its next DIO messages. Each time a node receives a
DIO without a change compared to the previous DIO, its DIO
counter will be increased. Later if the DIO counter exceeds a
pre-set value called the “redundancy threshold”, the node will
reset its DIO counter and double the trickle time. The reason
for increasing the trickle time is that the threshold value of
the DIO counter ensures the stability of the topology over an
acceptable period of time, so there is no need to make frequent
topology updates. This mechanism helps to reduce the number
of DIOs generated in order to save network resources. On
the other hand, if there is any change in the incoming DIO,
the node will reset its DIO counter to 0 and minimize its
trigger time. This will allow the network to quickly update its
topology through fast DIO generation.

B. Rank Attack (RA)

The Rank property plays a crucial role which is related to
almost all RPL operations. Its three main benefits are to create
optimal topology, prevent loop formation and to manage the
control overhead. However, the drawback is that any attack
which aims at the Rank property can also achieve multiple
impacts on RPL performance. RPL assumes that all the nodes

are reliable and that they are following the protocol rules so
it provides no mechanism to check node behavior. Therefore,
having once compromised the cryptography defense, the inter-
nal attackers can control the nodes so as to downgrade the
performance through intercepting the rank.

The literature does not show many ways to use the node
Rank for compromising network performance. To the best of
our knowledge there are only the work in [6], [7]. Author
in [6] describes how changing Rank can affect the network
performance. In this work, after running for a pre-set time, a
node increases its Rank to equal the highest Rank value of its
neighbors. The result of this is that there may be some loops
between the node and its child so that the network becomes
unstable and more control messages are then generated for
recovering the optimized topology. The work in [7] describes
but without assessing potential RPL Rank attack, in which an
attacker can exploit the Rank value to attract and manipulate
the network traffic. Our Rank attack is different by compro-
mising the way a node process the Rank information, but not
by changing itself. Therefore, the cryptography solution given
in [7] cannot prevent such a kind of Rank attack because the
Rank information is keeping no change.

In this paper, we present a different RA that aims at a
mechanism to process information relating to the rank of other
neighbors in each node. Rank information is used to select
the parent set and the preferred parent according to the Rank
rule, which states that the Rank of the parent always has
to be smaller than the Rank of the child and the preferred
parent should be the parent with best Rank. The malicious
node is programmed to compromise the Rank rule so that
instead of choosing the best node for its preferred parent, it
chooses the worst one. RPL checks the Rank rule through
DAO messages that a node informs to its preferred parent
[2], however, this can be easily bypassed while compromised
nodes skip informing those DAOs. As a result, more delay will
be added to all the traffic routed through the malicious nodes.
The topology around the malicious node is also expected
to change so as more DIO messages will be generated,
which leads to more control overhead as well as more packet
collisions.

The attackers can act against the Rank rule permanently,
or it can flip between for and against the Rule over a period
of time. The purpose of flipping is to disrupt the stability of
the topology by continually changing the preferred parent.
Attackers can also choose to provide their updated DIO
information to their neighbors or not. If they update the
routing information in the DIO, their neighbors will have
to update their topology as well, so more control over-
heads will be created, although the topology around that
node may still be optimized. On the other hand, if com-
promised nodes do not update their routing information,
no additional control messages will be generated, but since
the topology is kept non-optimal, it silently adds delay to
all the traffic that goes through them. By combining these
options, we have investigated the four variations of the RA,
which are summarized in Table I. The pseudo-code for
implementing different Rank attack types is also given in
Table II.
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TABLE I

TYPES OF RA STUDIED

TABLE II

PSEUDO CODE FOR RANK ATTACK

III. PERFORMANCE EVALUATION RESULTS

A. Simulation Setup

We use Contiki 2.5 and Cooja [8], which includes the imple-
mentation of RPL IPv6, to simulate the network performance.
We did not try the real testbed experiments because the study
requires a large number of tests, which will take a lot of time
and cost, while the simulation-based can provide similar and
reliable results with much lower required resources. In each
scenario, we made several modifications to the legitimate RPL
code to allow compromised nodes to trigger the attack on
the time required and behave like the RA as described in
Section II.

The following choices of parameters and features are com-
mon to all the simulations in our study: the nodes use
the beaconless IEEE 802.15.4 MAC/PHY operating with a
default configuration in the 2.4 GHz range and they organize

Fig. 1. Topology set up – the Sink is node 55.

themselves in a DODAG. The grid topology of 100 nodes in
the region of 300 × 300 m is considered, see Fig. 1. Each
node has a communication range of 50 m and the interference
range is 60 m. The topology is set up so that every node can
have (multi-hop) communication with the sink. We use free
space propagation with no external noise to exclude the impact
of the environment on the results so as to give a better view of
the attack impact. In each simulation run, every node is set to
send 1 packet to the sink every 10 second. In order to measure
the network performance, we use the following parameters:
average end-to-end delay of all the delivered packets, delivery
ratio, namely the percentage of all sent packets which are
delivered to the sink.

We ran 20 simulations under the normal network conditions
(where all nodes ran legitimate RPL source code) and collected
the performance results. These gave an end-to-end delay of
~1100 ms and a delivery ratio of ~97.6%. These results will
be used later as a benchmark for the performance evaluation.

We created 4 scenarios for each type of attack as described
in Section II. In each scenario, we first ran 99 non-root attack
simulations by implementing malicious code in every non-root
node, consecutively one by one. The purpose of triggering the
attack in every location of the network is to investigate which
areas create the most impact and which factors determine the
level of the attack damage.

In each scenario, the triggering of the attack is set up as
follows. For RA I & II the compromised node always uses
the corresponding malicious code 50 seconds (t = 50) after
the simulation starts. The system operates in normal mode for
50 seconds to ensure that the network topology becomes
stable. For RA III & IV the first attack is triggered 50
seconds after the simulation starts and nodes switch from
normal operation to malicious operation every 20 seconds (p
= 40 seconds).

B. General Impact

We first compare and highlight the general impact of each
variation of Rank attack on the network performance.

Figure 2 shows the average end-to-end delay (arranged
in increasing order) and the corresponding delivery ratio
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Fig. 2. Comparison of average end-to-end delay and delivery ratio perfor-
mance between normal and compromised simulations in four types of RA -
Ordered E2E delay performance versus the corresponding delivery ratio of 99
attack simulations.
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Fig. 3. Comparison of network performance distribution between 4 RAs:
Each line indicates the distribution of network performance (E2E delay or
delivery ratio) measured in sets of 99 similar RA scenarios - in each scenario
a single non-root node triggers this particular RA.

performance of all the 99 attacks from single non-root
node in scenario of RA I, II, III and IV consecutively.
Figure 3 shows in more detail, a comparison of the corre-
sponding cumulative distribution function (CDF) and Table III
shows the worst impact that each type of attack can bring to the
network performance. It can be seen clearly that in most of the
attack cases, the performance of the network is downgraded
in terms of both average end-to-end delay and delivery ratio
performance. In 20% of the compromised case, the average
end-to-end delay increases to more than 1.5 seconds (a 30%
downgrade compared with the normal performance) and up to
2.2 second (a 100% downgrade). On the other hand, in 15% of
the attack case, the delivery ratio decreases to less than 93%
(a 5% downgrade compared to normal performance) or down
to 88% (a 10% downgrade).

These results show that in a particular case, RA II may cause
the worst impact on average end-to-end delay or delivery ratio,
but in general, it has the least impact on the delivery ratio
performance of the four types. This means that if attackers
implement RA II randomly on the network, the probability

TABLE III

THE WORST PERFORMANCE COLLECTED AMONG ALL THE ATTACK

SIMULATIONS AND THE CORRESPONDING ID OF THE ATTACKER

that it will have the least impact on network performance is
higher in comparison to other RA types.

Among the four types, type I and type II have the least
impact, but type II has more effect on the end-to-end delay
while type I has more impact on the delivery ratio. The nature
of RA I and II is very similar, the only difference is that
type I allows other nodes around the malicious source to opti-
mize the topology through updating the DIO messages while
type II does not allow this. As a result, the average end-to-end
delay in type I is likely to be smaller than in type II. On the
other hand, type I requires more additional control messages to
maintain the optimized topology, so it may cause more packet
collisions. This in turn reduces the delivery ratio so as to be
less than for type II.

RA IV on the other hand, has more probability of creating
the greatest impact on network performance in both the
delivery ratio and the end-to-end delay. Type III of Rank attack
has the same impact on delivery ratio, but a slightly smaller
impact on average end-to-end delay compared with type IV.
For these two types of attacks, the reason for having a higher
delay than the first two types is that these two types create
a lot of changes in the topology by frequently changing the
preferred parent of the malicious node. The nodes around the
affected area also have to spend more time updating the route,
which adds more delay to overall performance. The delivery
ratio is decreased because more control overhead is generated,
which leads to more packet collisions. RA IV has a larger
impact on end-to-end delay compared with type III because it
does not allow updating of the optimized topology, so there
will be more non-optimized routes in the network.

C. Specific Impact at Particular Simulations

We have also attempted to provide insight into the impact
of the behavior of the attackers by studying particular cases
for each of the attack types. The main concern of this part is
what happens after the attack was triggered and which factor
decides the level of impact on network performance.

The following cases with the highest impact on the perfor-
mance were selected: RA type I at node 53, type II at node 44,
type III at node 67, and type IV at node 88. These cases will
be analyzed more thoroughly in terms of other performance
parameters related to route stability, and factors that impact
upon performance, as described below:

• Number of DIO messages generated: the number of DIOs
messages generated every 10 seconds.

• Number of affected nodes: Number of nodes that update
its rank or change its preferred parent every 10 seconds
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Fig. 4. Number of DIOs generated every 10 seconds in particular simulations.
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• Forwarding load of a node: the number of packets that
a node needs to forward for its neighbors during the
simulation time

• Forwarding load of an area: the sum of the forwarding
load of all nodes in that area during the simulation time

Figure 4 shows the number of DIOs generated during the sim-
ulation time and Figure 5 shows the distribution of the times
that a node needs to update its topology through changing
the preferred parent or updating the rank. In the case of RA
types I and II, the number of DIOs generated is increased
compared with the normal performance, but mostly for a short
time after the attack happens. On the other hand, in the case
of RA type III and type IV, the difference between the number
of DIOs in the attack case and normal case remained the
same during the whole attack time. This result is interesting
because from Figure 5, type III did not have many nodes
that need to change the topology; however, it still showed a
lot of DIOs generated. This suggests that the increase in the
number of DIOs can have some other causes, for example,
the change in the forwarding load of the neighbors around the
malicious node makes those nodes distribute different routing
information during this period. This, therefore, prevents the
increase of DIO counter and DIO trickle time interval, and

as a result, will make the node generate more DIOs than in
normal case.

Now we will go into more detail for each of these four cases
to show why the impact on performance occurred.

i) Node 53 triggers RA I: before the attack, node 53
forwarded the packets for 6 nodes (41, 42, 51, 52, 61, and
62) through route 53-44-Sink (2 hops). After the attack was
triggered, packets from node 53 to the Sink changed to the new
route 53-52-63-54-Sink (4 hops) instead of the previous 2-hops
route so they contributed to the overall delay in the network
performance. Besides that, none of node 53’s previous children
continued to choose it as their preferred parent anymore, so
their forwarding loads were then shared with other neighbors
of 53. We recorded a significant increase in the forwarding
loads of node 44 and 45 (44 is a neighbor of 53 and 45 is the
preferred parent of 44), which in turn affected their average
forwarding delay making it much higher than for any other
nodes (packets through node 44 or 45 have to wait almost
2 seconds to be forwarded, while the corresponding time for
other nodes is from 0.1 to 0.5 seconds). This suggests that RA
I not only affects the traffic through the compromised nodes,
but also has an impact on the performance of other nodes
around them and their preferred parents.

ii) Node 44 triggers RA II: before the attack, node 44
had to forward packets from 30 nodes to the Sink from the
route 44-Sink (1 hop). After the attack, this route changed to
44-43-54-Sink (3 hops). Only 2 nodes (24, 33) continued to
choose 44 as the preferred forwarder, which made their for-
warding delay much higher (3.4 and 1.4 seconds respectively)
while the delivery ratio decreased substantially (to 72% and
60% respectively). This was more than for the other nodes
and contributed to the fall of overall network performance.
Performance of node 44’s neighbor – node 45 is also affected
due to the increasing forwarding load diverted from 44.

iii) Node 67 triggers RA III: after the attack occurred,
we recorded a frequent change of node 67’s preferred parent.
As a result, a lot more DIOs messages were generated in the
area around this malicious node. The performances of these
preferred parents were also affected so that the nodes with
higher forwarding loads increased the delay more than those
nodes with lower forwarding loads.

iv) Node 88 triggers RA IV: before the attack, node 88
forwarded the packets from 4 children: node 98, 99, 89, 100.
After the attack, we found that there were loops between node
88 and its children which caused a significant delay and packet
loss in this area. The loops were obviously caused by the non-
updated routing information in DIO messages of the malicious
node. The reason why RA IV is affected the most on node
88 may be because this area is the corner of the network so
node 88’s children may not be able to find other alternative
non-affected parents to resolve the loops. This suggests that
implementing RA in the area where nodes have limited choices
of preferred parents will create higher impact on network
performance.

From analysis of these specific simulations, it can be seen
that nodes with a high forwarding load or in a high forwarding
load area are more likely to have a high impact on network
performance when the attack is initiated through it. The reason
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Fig. 6. Comparison of network performance distribution for scenarios with
various numbers of attackers: Each line indicates the distribution of network
performance metrics measured in scenarios with the same percentage of
attackers (RA type employed in each attacking node may be varied).

is that RA through such a node will degrade not only its own
performance but also the performance of its neighbors, which
in turn affects the quality of traffic through them.

D. Impact When Multiple Attackers Cooperate

We extended our study by increasing the number of attack-
ers and attack type randomly through the network to see how
much the attack can damage network performance if they
cooperate. The number of attacking nodes in each scenario
was increased from 0 to 10, 20, 30, 40 and 50. In each multiple
attacker scenario, the attacking positions and attack types
were distributed randomly across the grid. In each of these
scenarios, we ran 5 simulations to compare their performances.

Figure 6(a) and 6(b) respectively shows the impact on end-
to-end delay and delivery ratio in the case of scenarios with
multiple attackers, which are distributed randomly and with
mixed attack types. They show a significant impact when the
number of malicious nodes is increased. With 50 compromised
nodes (50% of the network), the end-to-end delay performance
increase 5 times compared with normal performance rising
to between 4.8 and 5.5 seconds, while the delivery ratio is
from 50% to 70%. With 30% or 40% malicious nodes, the
average end-to-end delay is about 3 to 4.8 seconds while the
delivery ratio is from 65 to 80%. In the case of 10 distributed
attackers, the delay is slightly higher than the worst case of
one node RA III, with delay from 1.5 to 2.6 seconds and
delivery ratio from 85% to 93%. In general, 50% of the nodes
in those simulations decrease their delivery ratio to less than
75%. Figure 6(c) indicates the number of DIO messages that
are generated during network operation. It shows that in most
of the multiple attack cases, the DIO overhead rises so as to
become two to three times larger than in the normal case.
Figure 6(d) presents the distribution of network throughput,
which is the number of packets that are received at the sink
every 10 seconds. It demonstrates that in 80% of the multiple
attack cases, the throughput decreases to become half of its
normal performance. All of these results suggest that the
cooperated attacks can be so severe as to make the network

performance unacceptable. It therefore raises the question of
the need to protect RPL from such internal threats.

On the other hand, some of the results show that scenarios
with a smaller number of attackers may create more severe
impact than the scenario with a larger number of nodes. For
example, in Figure 6(b), the distributions show that attack with
40 malicious nodes has more impact on the delivery ratio
than attack with 50 malicious nodes. This suggests that the
point where the attack is initiated is also important. Sometimes
attack at a few crucial points can have as much impact as those
initiated at many non-crucial points.

E. Summary of Main Findings

The main findings of these simulation results can be sum-
marized as follows:

• RA III and IV have greater impact on the deliv-
ery ratio performance in comparison with type I and
type II because they create more control packets (DIO)
and make the topology change more frequently. Type II
and IV have more effect on the end-to-end delay because
they silently raise the use of non-optimized routes by
disabling the routing update.

• There is a strong correlation between the forwarding load
of a node or area around it and the impact of the attack
initiated there. This suggests that if the malicious attacker
implements the attack in a high forwarding load area, it
is likely that it will downgrade the network performance
more than in the case of implementation in other low
load forwarding areas. In this case, the impact will not
only appear in this local area but also expand through the
malicious children or sub-child nodes.

• There is no mechanism for nodes in RPL to monitor
the behavior of its parent. Currently, nodes rely on their
parents so that in many attack cases it has to follow the
non-optimized route provided by the malicious parents.
All the information that a node knows about its parent is
obtained via the broadcast DIO messages, but under the
internal RPL threats, those packets cannot be properly
trusted. This raises the question about the performance
security of RPL under internal threats.

• Some parameters are sensitive to the attack, for example,
the number of affected nodes, the number of DIO mes-
sages generated, the average end-to-end delay and the
delivery ratio. These parameters will change significantly
when the attack happens, and become stable again a short
time after the attack stops. It means that the Rank attack
can be used intentionally to attack specific performance
parameters of the network. It also suggests that the system
can be defended by monitoring these parameters to keep
track of the node behavior so as to detect any anomaly
in network performance.

• The cooperation of attackers can create severe damage
to network performance, especially if they are put in
the right positions. It is therefore necessary to put more
security on those locations where network performance
will be significantly downgraded if they are attacked.
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IV. CONCLUSION

RPL is currently applied in the role of a main routing
protocol for large scale low-power and lossy networks, and
therefore becomes a good candidate to bring the application
of WSN into many areas such as Internet of Things or
Smart Grid. Securing the network performance is crucial and
willsoon become a major requirement in order to integrate
into such applications. The unique concept of “Rank” in RPL
can make its performance become vulnerable to the internal
threats. Attack on Rank may create un-optimized paths, more
overhead, and more packet collisions, thus downgrading the
network performance by, for example, increasing the end-to-
end delay and decreasing the delivery ratio. In this paper, we
first analyze some possible Rank attack threats that can be
implemented to downgrade RPL performance. We then study
the impact of the attack by simulating attack on different
locations within the network. The results reveal that attack may
have a severe impact on the network performance, especially
when it is implemented in a high forwarding load area, or
in multiple attacker cases. Different types of Rank attack
behavior are analyzed in terms of hiding the non-optimized
routing information or flipping the preferred parents. Our study
also reveals that the number of affected nodes, number of
DIO generated, end-to-end delay and delivery ratio are the
most sensitive to this particular type of attack. In addition,
the results indicate a weakness in the security design of
RPL so that the children have to rely on its parent’s routing
information through DIO packets but they have no other
mechanism to verify the services of their parents. It is crucial
because once the preferred parent is compromised and no other
node discovers its malicious behavior, the performance of all
the surrounding area will be affected. The findings also suggest
that it is important to introduce more security resources in
some crucial parts of the network than others because the
attack has a different level of impact in different network
areas. In the future, we would like to expand the results of this
study for implementing an anomaly intrusion detection system,
which can diagnose the internal attacks based on monitoring
some attack-sensitive performance parameters.
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